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Abstract:

The Credit Card Fraud Detection system is a web-based fraud detector tool that can be
used to flag potential fraud cases in daily transactions. It is vital that credit card
companies are able to spot fraudulent transactions using the credit card so that
customers are not charged for items that they did not purchase. This article illustrates
the modeling of a data set using past credit card transactions with the data of the ones
that turned out to be fraudulent which is achieved using machine learning. The model
recognizes whether a new transaction is fraudulent or not by validating a user before
any transaction is being made through sending a One-Time-Password (OTP) to the user,
hence detects 90% to 100% of the fraudulent transactions thus minimizing financial
crime. The Structured System and Design Methodology (SSADM) technique was
employed in developing this system. In this process, we have focused on analyzing and
pre-processing data sets as well as the deployment of multiple anomaly detection
algorithm such as Isolation Forest algorithm and Local Outlier Factor algorithm. The
model was built with Python and implemented in an e-commerce site which was built
with HTML, CSS, JavaScript and its database as SQLite. After building and testing the
system, it was discovered that in order for the system to be more accurate and precise,
more transactional data need to be fed to the system.
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INTRODUCTION

Recently, online transactions are on the increase due to high purchase of goods and services. In
developed and developing countries, credit card is the most acceptable and common means of
payment for online and offline transactions. It is discovered that some sensitive information about
a credit card such as the credit card number, secure code, validity, Card Verification Value (CVV)
number and name of card holder are often compromised so as carry out an illegal and fraudulent
transactions which can lead to huge financial loss to both the issuing banks and to the individual
owner [1].

Fraudulent Credit Card transaction is an illegal and unauthorized usage of one’s account other
than the rightful owner of the account. This article aims at reducing online credit card fraudulent
activities drastically by implementing OTP code verification to validate every transaction as well
as reporting fraudulent activities to the real card owners.

Another promising way of reducing successful credit card fraud is based on the analysis of existing
purchase data of the cardholder [2]. Considering that humans tend to exhibit some specific
behavioral profiles or patterns, card holders can as well be represented with a set of patterns
containing information about the purchase details; the time, amount spent and so on. This helps
to identify unusual patterns in fraudulent activity by combining real-time transactional data with
the historical analysis of customer behavior which leads to complete auditing, transparency and
traceability. However, deviation from such habitual patterns poses as a potential threat alert to
the system.
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Meanwhile, some loop-holes were discovered in the existing system, these include:
e Norequest of OTPs for subsequent online transactions once card details are saved online.
¢ Non confirmation of owner’s details before making transactions.
e Non availability of 3D-security enabled in most cards.

In this article, the model used validates an individual before every transaction, analyzes the
individual’s spending pattern; how often the individual does online transactions (web, POS,
Online) on a monthly basis, keeps record of every fraudulent credit card transaction, prevents card
fraud as well as notifies an individual whenever there is a fraudulent attempt. This technique
promises high predictive accuracy in fraud detection and prevention.

BACKGROUND STUDY AND RELATED WORKS
Overview of Credit Card
Credit Card is a thin rectangular piece of either metal or plastic issued by banks or financial
institutions that allows cardholders to borrow funds with which to pay for goods and services with
merchants that accept cards for payment [2]. On its front are the bank name, card number, card
holder’s name the chip and the expiry date then at its reverse are the magnetic strip, signature,
hologram, and the Card Verification Code (CVC) as shown in Figure 1 below:

BANK
Chip —im
1234 5678 9012 3456 - Card number
Expiration date —————— &8 05/21
Cardholder Name -~ Cardholder name

Magnetic strip. —— [

AUTHORNITID LICNRLTURL

Signature ~2w ~— 4567 | 123 F=—=——— CVC code

Hologram

Figure 1: Diagram of a Credit Card

With credit cards, shopping online, reserving airline tickets and ordering from a catalog becomes
a breeze. Mailing a cheque is almost a thing of the past as a credit card is faster, easier, and
generally a more secure way of doing business. Sadly, it seems that fraudsters are keeping track
and even thriving in this growing environment [3].
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Features of Credit Card

i1. Alternative to cash

12. Credit Limit

{3. Payment in Domestic and Foreign Currency

-l4. Record keeping of all transactions

{5. Regular Charges

{6. Grace Period or Grace Days.

-l?. Higher fees on cash withdrawals

{8. Additional charges for delay in payment |

19 Service Tax

10. Bonus Points

111. Gifts and other Offers

Figure 2: Characteristics of Credit Card

Though frauds can be online or offline [4], Credit card frauds are categorized in various ways but
split into application frauds and behavioral frauds. In application frauds, the fraudsters apply for
a credit card with a false ID whereas in behavioral frauds, the fraudsters find a way to obtain the
cardholder’s credential in other to use a pre-existing credit card. The fraudulent transactions are
into six categories with respect to the fraudulent process:

1. Frauds from lost or stolen cards
2. Frauds from counterfeit cards
3. Online frauds

4. Bankruptcy frauds

5. Merchant frauds

6.

Frauds from cards that got stolen during the expedition process.

However, an online fraud is committed through the internet, phone, shopping, web or in the
absence of the card while an offline fraud is committed using a physical stolen credit card [4].
Tools have been developed to generate card numbers as shown in figure 3. These numbers are
then used for "credit master attack", which consists in brute force attacking the merchant website
with lots of possible cards [5].
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Figure 3: Card Number Generator

Related Works

Fraud detection in Credit cards has drawn great attention from the scientific community, though
countermeasures have been proposed. According to the most recent learning research, Machine
Learning (ML), Support Vector Machines (SVM), Bayesian Networks (BN), Artificial Neural
Networks (ANN), K-Nearest Neighbor (KNN), Hidden Markov (HM), Fuzzy Logic Systems (FLS)
and Decision Trees (DT) are some of the techniques that are often employed for fraud detections

[6].

In their research, the Support Vector Machines (SVM), Decision Trees, Logistic Regression and K-
Nearest Neighbor algorithms offer medium accuracy while the two methods with the lowest
accuracy are Fuzzy Logic and Logistic Regression. The Neural Networks, Naive Bayes, Fuzzy
Systems, and KNN are of high detection rate. Meanwhile, ANN and Nave Bayesian Networks are
two algorithms that consistently outperform each other. The drawback of these algorithms is that
they do not always give the same result across different contexts. They perform better with some
datasets while performing worse with others. While raw, unprocessed data yields decent accuracy
with techniques like fuzzy logic systems and logistic regression, small datasets yield outstanding
results with algorithms like KNN and SVM.

Another study was based on the transactions and data mining techniques, it examined data
mining approaches such as Bayesian networks, Bayes Minimum Risk, evolutionary algorithms,
Hidden Markov Models (HMM), and ontologies with the aim of lowering credit card fraud. Next,
it focused on improving the efficiency of the techniques used to detect fraud by improving the
prediction of fraudulent accounts. As a result of their findings, it was possible to detect fraud more
effectively by combining a learning strategy with a widely used technique [7].

A hybrid feature selection and genetic algorithm for e-banking fraud detection was also
suggested [8]. The method was created using the reinforcement learning component of the
neural network, however, Whale algorithm was also studied. The whale algorithm and the
recommended approach were compared; hence the results demonstrated that the suggested
technique was extremely effective in identifying e-banking fraud.
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However, in 2016, another method was devised for detecting credit card fraud using unsupervised
algorithms [9]. A model for detecting credit card fraud was released to meet the demands of
computation simplicity and operation transparency. Two unsupervised techniques, Principal
Component Analysis (PCA) and SIMPLEKMEANS, were developed to account for the
geographical location of both transactions and clients. The recommended method, according to
the authors, may detect fresh instances of fraud and directly and precisely identify the
transactions. PCA offered a flexible and comprehensive picture of the connections between
multiple features.

Navanshu et al described logistic regression, decision trees, random forests, and SVM in their
research. They worked with a dataset that had a significant skew. The standards used to assess
performance include sensitivity, specificity, accuracy and precision. The outcome showed that the
accuracy of Logistic Regression is 97.7%, that of Decision Trees is 95.5%, that of Random Forest
is 98.6%, and that of SVM classifier is 97.5%. They determined that the Random Forest algorithm
is the most accurate algorithm out of all algorithms and is the best algorithm for detecting fraud.
The data imbalance problem led them to the additional conclusion that the SVM algorithm does
not perform any better in terms of detecting credit card fraud [10].

The difficulties associated with financial card fraud detection and associated mechanisms are also
used to create a number of supervised algorithms. The authors classified the most important
technique explored in Raj and Portia's analysis of numerous approaches. It also evaluates every
methodology in light of particular design criteria. A few useful techniques for detecting credit card
fraud were compared and evaluated in the study. It focused on methods for spotting credit card
fraud, including Bayesian learning and Dempster Shafer Fusion. Any card-issuing bank must have
a reliable system in place for identifying credit card fraud [11].

In the course of comparing Local Outlier Factor and Isolation Factor algorithms got an accuracy
of 97% by the former and 76% accuracy by the later [12]. Credit card fraud was detected with
various supervised machine learning algorithms with real-world datasets [9]. Ensemble learning
techniques are dependent and independent variables in order to improve the accuracy of
identifying credit card fraud. Various supervised learning-based techniques are compared and
discussed.

Although we expect that if these algorithms are trained with more real-world data, the
effectiveness and prediction will improve [13]. All the techniques showed minimal variance in
performance. In conclusion, fraudulent transactions which constitute significant loss for both
clients and financial institutions have been tackled with various approaches with subpar results.
There is therefore, greater need to create improved fraud detection technique using deep
learning implementation. This will give an improved technique in financial card detection.

EXPERIMENTAL RESULT AND ANALYSIS
The diagrammatic sequence of events is represented in Figure 4 below:
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Figure 4: Flowchart representing the workflow processes

Authentication is first done by requesting and confirming the username and password after which
the user initiates transactions with the credit card. The credit card about to be used is then
validated by the system to ensure it belongs to the user before payment is approved. Payment
validation is achieved by sending a secure code to the user to notify him of the pending
transaction and the need to approve it by inputting the secure code. Lastly, a system checkis done
to prevent/detect any fraud attempt. In a case of no fraud, it completes the transaction otherwise
it halts the transaction, creates a case and notifies the user. Figure 5 shows how data is fed
through input devices such as the keyboard and is displayed on the monitor. Here, the input
specification for the implementation of the fraud detection system used in an e-commerce site is
shown below

A
7
<«

Login here

Figure 5: User Login
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Figure 5 shows the user authentication process where the user is logged into the platform with a
registered email address and password. The user email and password are then sent to the
database to check for registered users with the exact credentials. If a matching user is found, the
server returns the user’s data along with a token for the user’s logged in session. The user is then
redirected to the home screen with lists of products as shown in figure 6

Dee STORES

SIXTEEN PRODUCTS

Our Products

Figure 6: Product’s Home page

Figure 6 shows the product’s page where the user can easily add items to the cart with the click of
a button. After all the selections have been made, the user then navigates to the cart page
(Figurey) where the first stage of payment process begins.

Dee STORES

W(=! 4 Apple IPhone XR
" & Apple IPhone XR - 3GB+64GB - Black - 6.1 Inch - Refurbished - 99% New - Face ID - 10S Smartphone

, Apple IPhone X
Apple IPhone X Hexa-core 2.39 GHz, 5.8 inches, stainle:

fls] Mens Fashion Sneakers Soft Casual Shoes-White
) Soft sneakers 44

Cart summary

ss steel frameSIM Nano-SIM- IP67 dust/wa

erresistant

P

$2000
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1}
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Total: $3370

PROCEED

Figure 7: Items in cart
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If the user decides to proceed to make a payment, the system will automatically send a secure
OTP code to the user’'s email address as seen in Figure 8.

Dee STORES :“=.°
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Apple IPhone X Hexa-core 2.39 GHz, 5.8 inches, stainless steel frameSIM Nano-SIM- IP67 dust/water resistant

Sending OTF... $1210

@l Mens Fashion Sneakers Soft Casual Shoes-White nf

-

tsneakers 44

$160

Total: $3370

Figure 8: Secure OTP code sent to user’'s email

If a matching useris found, the server returns the user’s data along with a token as shown in Figure
8 for the user’s logged in session. The user is then redirected to the home screen with lists of

products

Dee STORES

Enter Code

Didn't get a code?

Figure 9:User enters secure code

Figure g shows the inputs provided by the system to the user for validating the OTP code sent. If
the user enters the wrong code, the transaction process terminates. If the inputted code matches,
the system then checks for a potential fraud case. Para venture, a case is found as in Figure 10,
the transaction process is halted and a prompt email sent to the user.
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Potential fraud!!

Figure 10: System flags transaction as potential fraud

CONCLUSION

Recently, companies and individuals at large have been victims of online fraud. In this article, for
the real-time detection of credit card fraud, a new approach was proposed for detecting online
fraud according to research analysis and user requirements. The above enhanced model has
shown a more promising result in the detection and prevention of credit card fraud as it recognizes
when a transaction is fraudulent or not by employing multiple preventive fraud checks like User
authentication, payment request validation (this confirms the user’s authentication before
transaction is initiated), payment confirmation(which further confirms the transaction by sending
a secure code to the user notifying him of the pending transaction(s) and the need to approve it
by inputting an already sent secure code), then finally, User System Check. The transaction is
halted with a case created and sent to legal card owner notifying him of a fraudulent attempt. In
a case of no fraud, the transaction process is completed. Hence, an improved and more secure
transaction is ensured with reduced online transaction risks associated. However, this model can
also be used in Banks, FinTech companies, Online Stores, Online Betting platforms and Mobile
Wallets.
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